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How to secure the cloud and infrastructure that machines now operate. Machine identities now outnumber human
ones, infrastructure changes at machine speed while review moves at human speed, and the audit trail can no longer
say who acted. The book names that condition the Sovereignty Problem and answers it with engineering rather than
policy. Written for cloud, platform, identity, and security engineers and their leaders, Volume IX completes the Library with
a contemporary reference on cloud and infrastructure security. Recommended for computer security, information
technology, and business collections.
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WHAT  IS INSIDE
T he  Cloud At t ack Sur f ace  Map™, extending the surface to AI workloads, agent identities, and model artifacts.
T he  Non Human Ide nt it y Equat ion™ for classifying, scoping, and retiring machine identities.
T he  Blast  Radius Calculus™, scoring privilege, reach, velocity, and reversibility, with reversibility weighted most.
T he  AI Cloud Se cur it y Lif e cycle ™, merging cloud security operations with AI specific controls.
T he  Cloud Sove r e ignt y Scor e ™, a maturity assessment across identity, posture, detection, containment, and evidence.

ABOUT  T HE AUT HOR
Stephen R. Jordan is the founder of SRJ Consulting & Services LLC, an operator led AI advisory practice serving mid market
to multinational organizations. His career spans senior roles at Citi, Inte l, McAfee , and O ptiv across technology
operations, security, and enterprise  risk. He is the author of The Operating Discipline for AI Library™, a nine volume executive
reference series organized into two pillars, AI Business Services™ (Volumes I through IV) and AI Risk Governance &
Security™ (Volumes V through IX), all nine now published. Based in Frisco, Texas. Works nationwide.

LIBRARY AP P EAL
Public librarie s: A strong fit for technology and career sections serving IT and security professionals, and for business
readers who need to understand AI risk without a technical background. Acade mic librarie s: Recommended for
cybersecurity, computer science , and information systems programs, and for business schools teaching technology risk.
Aligned with NIST SP 800-207 Zero Trust Architecture and the CSA Cloud Controls Matrix, and suitable  for course adoption
in cloud computing, network security, and infrastructure engineering. Corporat e  and spe cial librarie s: Useful for security,
risk, and compliance teams preparing for AI audits, customer security reviews, and regulatory inquiries.
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